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Transmission, Identification and Common
Randomness Capacities for Wire-Tape Channels
with Secure Feedback from the Decoder

R. Ahlswede and N. Cai

Abstract. We analyze wire-tape channels with secure feedback from the
legitimate receiver. We present a lower bound on the transmission capacity
(Theorem 1), which we conjecture to be tight and which is proved to be
tight (Corollary 1) for Wyner’s original (degraded) wire-tape channel and
also for the reversely degraded wire-tape channel for which the legitimate
receiver gets a degraded version from the enemy (Corollary 2).
Somewhat surprisingly we completely determine the capacities of se-
cure common randomness (Theorem 2) and secure identification (Theo-
rem 3 and Corollary 3). Unlike for the DMC, these quantities are different
here, because identification is linked to non-secure common randomness.

1 Introduction

The main results are mentioned in the abstract.

After having given standard concepts in Section 2 and known results and
techniques for the wire-tape channel in Section 3, we state and prove Theorem
1 in Section 4. Our code construction relies upon a lemma for balanced coloring
from [2], which has proved already useful for secrecy problems in [3].

The transmission capacities for the two kinds of degraded wire-tape channels are
derived in Section 5. Particularly interesting is an example of a reversely degraded
channel, where the channel W7 : X — Z for the wiretapper is noiseless (for instance
with binary alphabets) and the channel W§ : Z — Y for the legal receiver is a
noisy binary symmetric channel with crossover probability p € (0,1/2). Here the
wiretapper is in a better position than the legal user and therefore the capacity is
zero, if there is no feedback. However, by our Corollary the capacity is positive,
because the feedback serves as a secure key shared by sender and receiver.

In Section 6 a discussion based on the construction for transmission in Sec-
tion 4 and known results and constructions for identification [8], [9], [15], and
common randomness [9], [7], and all other references builds up the intuition for
our solutions of the capacity problems for common randomness and identification
in Section 7 and 8.

2 Notation and Definitions

Throughout the paper U, X, Y and Z are finite sets and their elements are
written as corresponding lower letters e.g. u, x, y, and z. The letters U, X, Y,
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Z etc. will be used for random variables with values in the corresponding sets,
U, ... 7¢, ﬁX(x”), Ty 7, etc. are sets of n-typical, conditional typical and
joint typical sequences, and sets of d-typical, conditional typical and joint typical
sequences are written as 7¢ s, TY|X 5(@"), Ty 7 5, etc.

Then a (discrete memoryless) wire-tape channel is specified by a stochastic
matrix W : X — Y x Z, where X serves as input alphabet, ) as output alphabet
of the legal receiver and Z as output alphabet of a wiretapper. The channel works
as follows: the legal receiver receives an output sequence y™ and the wiretapper
receives an output sequence z" with probability

n
Wn " n|I‘ HW tZt|zt
t=1

In the case of transmission the sender’s goal is to send to the receiver a message
U uniformly distributed on an as large as possible set of messages with vanishing
probability of error such that the wiretapper almost knows nothing about the
message. Randomization at the sender side is allowed. The wiretapper, who
knows the coding scheme, but not the message, tries to learn about the message
as much as possible.

For given A\, pu > 0, a (A, u)-code of length n with a set of messages M is
a system {(Qm : Dp,) : m € M}, where the Q,,’s for m € M are probabili-
ty distributions on X", and the D,,’s are pairwise disjoint subsets of Y™, such

that
MITEDY T DT Q™) Y WDy, 2"fa") > 1 -, (2.1)
meMazrneXxn z"EZ"
and )
LU ZT) <, (2.2)

if Z™ is the random output sequence generated by the message U through the
channel. The transmission capacity of the wire-tape channel is the maximal non-
negative number C,,; such that for M, A, u, e > 0 and all sufficiently large length
n, there exists a (), p)-code with rate < log |M| > C, —¢. The security criterion
(2.2) is strengthened in [11] to

I(U; Z) < p. (2.3)

In the current paper we assume the output y; at time t is completely and im-
mediately feedback to the sender via a secure noiseless channel such that the
wiretapper has no knowledge about the feedback (except his own output z").
Then for A\, i > 0, a (A, u)-code of length n for the wire-tape channel with secure
feedback is a system {(Q, Dy,) : m € M} where D,,, m € M, are pairwise dis-
joint subsets of Y™ as before and @ is a stochastic matrix Q : M x Y~ — xn
with

Q" m,y" ") = [[ Qailm, y*~)
t=1
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for 2™ € X, y"~1 € Y"1 and m € M, such that

MITEY TN DT YT Q@ m W 2 ) > 1= A (2.4)

meM zneX zneZ™ y"e€D,y,

and (2.2) holds. The transmission capacity is defined analogously and denoted
by Cyt¢. In Theorem 1 in Section 4 we shall prove our (direct) coding theorem
with the stronger security criterion (2.3).

3 Previous and Auxiliary Results

Our code construction is based on a coding lemma and a code for wire-tape
channel without feedback. A balanced coloring lemma originally was introduced
by R. Ahlswede [2] and we need its following variation.

Lemma 1. For all 6,1 > 0, sufficiently large n, all n-type Pxy and all 2™ € T,
there exists ay-coloring ¢ : Ty (a") — {0,1,2,...,7y = 1} of Ty x (a™) such that
for all joint n-type Pxy z with marginal distribution Pxy and~y ™! |T}?‘XZ(1:”, z™)|
> 2nn, a", 2" € Ty,

T B)] < v T x o (@, 2| (1 +6), (3.1)
fork=0,1,...,v—1, where c~! is the inverse image of c.

Proof: Let us randomly and independently color y™ € T;“ «(x™) with ~ colors
and uniform distribution over 'Z;CL'X(QU”). Let for k=0,1,...,v—1

Sk(y") = (3.2)

1 if y™ is colored by k
0 else.

Then for a joint type Pxzy and 2" € TZ”|X(9£”), by Chernoff bound,

Pr > Se(y") > 7T x 2 (2", y™)I(1 +6)
Y €TV x 2o 2y
< e 3 T xz (@2 (149) I1 Ee3Se™)
YrETY x5 (a7,27)

_ c—%v’l\Tﬁxz(w",Z")\(lﬁ) '(1 _ ’7_1) n 'y_leg] |7y x 7z (2™ ,2™)]

_ 6_%7*1ITQ|XZ(1",Z")I(1+5) _1 + (e% . 1)7_1} 1Ty x 7z (@™ ,2"™)]

5. —1|7n noon [ 5 52 1Ty x 7 (@™ ,2"™)]
< 5T T s @ ) (40) 1+7—1(§+§6)}
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0 “Ajgn (o n (2N
Sexpe{—§7 T xz (2", 2|1 +8) +971 (§+§e> T x4 (2" 2 )|}
o n n _n €
:expe{—57 1|TY|XZ(95 )2 )|(1_Z> 6}
< e~ FT T s @)
< e HY, (3.3)

if T g (@7, 27) > 2% and § < 1.
Here, to obtain the 2nd and 3rd inequalities, we use for z € [0, 1] the inequalities
e <14z + Sz and 1 + & < e” respectively.

(3.1) follows from (3.3) because the numbers of sequences z" and n-types in-
crease exponentially and polynomially respectively as the length increases. [

To prove (the direct part of) the coding theorem for the wire-tape channel (with-
out feedback) [11] Csiszar and Korner used a special code, Ahlswede’s partition
of typical input sequences into sets of code words, obtained by iterative maximal
coding [1]. An easier proof appears in [2], part II, as consequence of the “link”.
We shall use its following improvement obtained with a Balanced Coloring Lem-
ma of [2] and presented in [10].

For a given wire-tape channel such that for an input random variable X and its
output random variables Y and Z for the legal user and wiretapper respectively

I(X;Y)—I(X;Z)>0 (3.4)

all Vo' >00<¢e < I(X;Y)—I(X; Z) and sufficiently large n, there exists a
set of codewords

{Ume:m=01,2,...,M—1, £=0,1,2,...,L—1}

in 7¢ having the following properties.

6/

I(X:Y)-I(X;2)—€ < %logM SIXGY) —1(X;2) — 5 (3.5)

/

1
I(X;Z) + % < ~logL < I(X:2)+ (3.6)

E./
Z.
For a set of properly chosen decoding sets {D, ¢},
{(tme,Dmg) im=0,1,2,... . M—1,0=0,1,2,...,L—1}

is a A-code for the legal user.
Let V, Z be random variables taking values in M x Z", where M = {0, 1, ...,
M — 1}, with probability for (m,z2") € M x Z"

L-1
Pr{V,Z) = (m,2")) = > L' Pgx(z"|um,0)-
=0
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Then
I(V;Z) <. (3.7)

4 The Coding Theorem for Transmission and Its Proof

Let Q be the set of quadruples of random variables (U, X, Y, Z) taking values in
U X X x)Y x Z for a finite set U with probability

Pr((U,X,Y,Z) = (u,x,y,2)) = Pux (uz)W(yz|x) (4.1)

for (u,x,y,2) EUX X XY X Z.
Then

Theorem 1. The capacity of a wire-tape channel with feedback satisfies

Cotr > in[|[[(U;Y) - I(U; 2)|" + HY|U,Z),[(U;Y)]. (4.2
t.ff(nyryn;}g)eQmm[l( )= LU 2)" + H(Y|U,2),I(U;Y)].  (4.2)

Proof: For a (U, X,Y, Z) € Q, to show the achievability, one may introduce an
auxiliary channel Px |y and construct a code for the channel

Wy, zlu) = ZPXleu (y, 21).

Then it is sufficient to show that [[(X;Y)—I(X; Z)|T+ H(Y|X Z) is achievable.
Let us fix A, g, e > 0 and construct a (X, u)-code with rate

[I(X;Y) - I(X,2)|"+ HY|XZ) . (4.3)

To this end, let X, i/, &’ be positive small real numbers specified later.

Let U = {ume:m=0,1,2,... . M —1,£=0,1,2,...,L —1} be the codebook
if in the previous section for a sufficiently large n (3.4) holds i.e., I(X;Y) —
[(X;2) >0

In the case that (3.4) does not hold we choose M = 1 and take a codebook of
an arbitrary N'-code for the legal user, with rate I(X;Y) —¢’ < R £ LllogL <

I(X;Y) — £ as our codebook:
U={ups:£=0,1,2,...,L—1}.

Our code consists of N blocks of length n and sends a message (U7, USUY, ...,
UNUR) uniformly distributed on M’ x (M’ x M”")N=1 where

M ={0,1,2,....M -1}, M" ={0,1,...,L" — 1}, (4.4)

and L = min{L, 2"HYIX2)=)},
In particular M = 1, M’ is a dummy message set. Then the rate of the
messages is

1 1 1
R*=—logM + —logL" — —log L"" > logM—|— logL”——log|y|
n n niN N
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That is by (3.5), (3.6)

I(X;Y)—I(X; Z)—¢ +min [I(X; Z)+<, H(Y|XZ) ~ ﬂ ~ Llog |y

i I(X;Y) = I(X; Z(>0
R* >

min [I(X;Y) - 5, H(Y|XZ) - 5] - % 1og V)

else.

By choosing ¢’ < £ and N > 2¢~'log|Y| in (4.5) we have
R* > min[|[[(X:Y) — I(X; Z)|" + HY|XZ),I(X;Y) —¢  (4.6)

our desired rate.
In each block, we use a codebook

U={tme:m=0,1,...,.M—1,0=0,1,2,... L —1}

defined as above. Suppose the sender wants to send a message (mj, momy, ...,
m/ym’;) to the receiver. Then our code consists of the following components.

1. In the first block the sender randomly chooses a (P from the codebook
with uniform distribution on {u,,;,j : j = 0,1,...,L — 1} and sends the
codeword to the receiver. Then by choosing a proper decoder the receiver
can decode u,,; ; and therefore mj correctly with probability 1 — X’.

2. From the first to the IV — 1st blocks, for all u,, , € U, color all Tgp—((umg) -
T}P|X,61 (m,¢) with L” colors such that for a suitably small d; > 0 all n-joint
type Pgyz with Py = Px and

> Py zx(y, 2l7) — Pygx(yzlz)| < b2 (4.7)

Yz

14
3. For j =1,2,..., N — 1 after the sender receives output y™ of the jth block,

he gives up if y" ¢ Ty x5, (u(j)), where u(j) is the input sequence in X" sent
by the sender in the jth block. Then the probability for giving up at the jth
block is exponentially small in n. In the case y™ € T;l X.6, (u(4)), y™ receives

TPIX 7 (Um,e, 2") is properly colored in the sense of Lemma 1.

a coloring ¢, ;) (y") € {0,1,..., L"” —1} in the coloring for 7 < (u(j)), where

VX
Py is the joint type of (u(j),Y™). |

3.1. In the case L < 2lHYIXZ)=3] jo [” = [, the sender sends
Unjymi, D Cm(j) (¥™) = u(j+1) in the codebook U in the j+ 1st block,
where @ is the addition modulo L”.

3.2. In the case L > 2HYIXZ)=3] without loss of generality, we assume
L"|L. Then the sender partitions {0,1,...,L — 1} into L” segments of
equal size. He randomly chooses an /7, ; in the m/,; ® c,(;)(y") segment
with equal probability and sends (N in the codebook in the j+1st
block.
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4. For j =1,2,..., N in the jth block the receiver decode separately by using
a proper decoder and obtains a @(j) in the jth block. Thus @(j) = u(j)
with probability X' for a given j. Let N < M~!\  then 4(j) = u(j) with
probability larger than 1 — A for all j. The receiver declares ml = m1 if
(1) = upm, ¢ for some £. The receiver declares m m’ = mim} for m7 =
l; © cy(j—1)(y") if in the j — 1st block he receives y" and u(j) = U g, 10
the case L” = L and @(j) = ugm,¢; for an £ in the £;th segment in the case
L" < L, for j =2,3,...,N. Obviously

—/ = =1 —/ =1 _ I !/ " !/ "
(mfy, mymy, ..., mymy) = (mimmims, ... ,mymby)

if @(j) = u(j) for all j.

We have seen that the probability of error is smaller than A and it is sufficient
for us to verify the security criterion.
Denote by X]7 Y and Z]7 the random input and outputs in the jth block

generated by the code and the random message, (U7, UsUy', ..., UyUR) respec-
tively, for j = 1,2,..., N. Notice here X}, Y}, and Z; are random sequences of

length n. Let K; be the coloring of the random output sequences of the legal re-
ceiver in the jth block. Write U'N = (U{,U3,...,Uy), U"N = (U}, Uy,...,Uy)
(where U] is a dummy constant), XN = (Xy,...,Xn), YN = (V1,...,YN)

and ZV = (Z1,...,Zx). Then we are concerned about an upper bound to
(U/NU//N. ZN)
At first we bound I(U'N;ZN) with (3.7). Denote Z7 = (Zy,Zs,

.7Zj_1,2j+17...,ZN). . _
Then by symmetry, independent of Z7 and U"~!, given U} = m, the input of
the channel in the jth block is uniformly distributed on the sub-codebook

{tme:0=01,...,L—1}.

For j = 1 it immediately follows from the step 1 of the coding scheme. For j > 1,
it is sufficient for us to show that P Ky_1|U-123 is uniform. Indeed, for all ¢,
f _

1j—1

U , and 27

P’I"{U‘;/ @ Kj—l _ €|U/j_1 _ ulj—l’Zi — Zi}

L"-1
=Y L' Pr{K; o =tem U =u T2l = 27} = L
m’’ =0

This means that for all j and (V, Z) in (3.7) we have
HU) U= ZN) = H(U}|Z;,U" =1 Z7) = H(U|Z)

and therefore by (3.7) o
HU U 2Ny <y

since UJ’» and V have the same distribution.
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Consequently

N N
HU™N;2N) = 1Us 2NN < 31Uz U ZY) S Nl (48)
j=1 J=1

Next we bound I(U/; ZN|[U'NU"=1). At first we observe that by our coding
scheme U/’ is independent of U'NU"=1Z" for all i < j and therefore

(U} Zi\uNU"i=1 27 = 0, or

j—1

I(U]/-I;ZNlU/NU/Ij_l) _ I(U;/;Zi|U/NUHj_1Zi_1)
1

+ I(U;/;Zj|UINU”j_1Z~j_1) + I(Uj{/; Zﬁ1|UINUI/j_1Zj)
= I(U}; Z;|U'NU = 27 + (U ZN, |[U'NU T 27, (4.9)

J

where ZJJYi-l = (Zj+1, ey ZN)

Moreover by our coding scheme under the condition given U'NU"i~17i-1
Ul « Ul ® K;_ & Z
form a Markov chain i.e., by the data processing inequality.

I(U]{/;Zle//NU//j—lzj—l) < I(Uj{/; UJI‘/ @ Kj_llU/NU//j—lzj—l)
= I(U}; K;A|UNU" T 270 < I(U'NU 2771 K ). (4.10)

However, because U'NU" Z1=1 & X; 17Z; | < K;_, forms a Markov chain,
(4.10) implies

LU ZjUNU 2370 < I(Xjo1 Zj-1; Kj-a). (4.11)

Forj -1

W, = 0 ifYj1 €Ty x5 (Xj-1)
1 else,

then recalling that the output of legal user is colored by Lemma 1 in the j — 1st
block, by AEP we have

Pr{K;_1 = k| X;o1 = 2", Zj_1 = j"W;_1 =0} < L"7*(1 + ).
Thus

H(Kj1|Xj-1Zj-1) = (1= 27" ) H(Kj1|Xj-1 Z;-1 Wjm1 = 0)

> (1-27"")log L" — log(1 + 6)],
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fora 6 > 0as Pr(W; =0) > 1—27"% Thus for a u” > 0 with u” — 0 as § — 0,
I(X'j_le_l;Kj_l) = H(Kj_l) — logL” + /LN < ,U/H7 (412)

for sufficiently large n. Similarly by the coding scheme under the condition given
UIN

U7 & Kj & 721y,
forms a Markov chain and therefore
HUY; 285, | U= < (U 275 25, |U™Y) < IU 27 K5I U™) < I(U'N U™ 295 K).

~ s (4.13)
However, by the coding scheme U'NU" Z7 < X;Z; < K, forms a Markov chain
and so we can continue to bound (4.13) as

LU ZNA N U 20) < I(X; 25 K;). (4.14)
By replacing j — 1 by j in (4.12) and applying it to (4.14) we have
HUY 23, UNU = 27y < . (4.15)
Finally, we combine (4.8), (4.9), (4.10), (4.11), and (4.15), to obtain
I(U/NU//N, ZN)
_ I(U’N; ZN) + I(U”N; ZN|UIN)
N ~ .
S N,LL/ + ZI(U]{/;ZN|UINUHJ_1)
j=2
N

= Np' + Y (10} Z|UNU" = 2070 + I(U7 25, [UN U Z))

=2

< Ny’ +

I(Xj1Zj—1; Kjoa) + I(UY 2N, [UN U Z))]

-

j=2
< Np' +2(N —1)u" < p,

for sufficiently small 4/ and p”. This completes our proof.

5 Capacity of Two Special Families of Wire-Tape
Channel

In this section we apply Theorem 1 to show the following upper bound of ca-
pacity, which is believed not to be tight in general, but is tight for wire-tape
channels with certain Markovities.
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Let Q' be the set of triples of random variables (X, Y, Z) with joint distribution
Pxyz(z,y,2) = Px(x)W(y, z|z) forx € X, y € Y, and z € Z.
Then

Lemma 2. For all wire-tape channels

Cuiy < (X7¥71221§<€Q/ min[H (Y|Z),1(X;Y)]. (5.1)

Proof: For a given (), p)-code for the wire-tape channel, let X™ Y™ Z™ be
the input and outputs generated by uniformly distributed messages U through
the code. Then in the same way to show the converse coding theorem of a (two
terminal) noisy channel with feedback, one obtains that

1 n
Cuty < EZI(Xt;Yt) +¢’ (5.2)
t=1
where ¢/ — 0 as A — 0.
On the other hand, by the security condition and Fano’s inequality we have
1 1
Curg = 2 H(U) < —H(U|Z") + p

1 1 1
< SH(U|Z") = —H(H]Y") + Mog|X| + —h(}) + s

1 1 1
—H(U|Z") = ~H(UY"Z") + Mog |X| + ~h(\) + u

IN

1 1

— _I(U’Ynlzn) _’_&_Il S _H(Ynlzn) _’_&_Il
n n
1 & 1 &

==Y HW|Z"Y'"™ ") +&" <= HYi|Z) +¢€", (5.3)
n t=1 n t=1

where h(A) = —Alog A — (1 — A)log(1 — \) and €” = Aog|X| + 2h(A) + p — 0
as A, u — 0.
Let (UXY Z) be a quadruple of random variables with distribution

1 n
PUXYZ(ta Z,Y, Z) = ﬁ Z PXthZt (Sﬂ,y, Z)
t=1

forte€{1,2,...,n},z € X,y )Y, z€ Z. Then (XYZ) € Q and by (5.2) and
(5.3) for e = max(e’, ")

Cuny < min[H(Y|ZU), 1(X; Y|U)) + = < min[H(Y|2), I(X;Y)] + ¢,
where ¢ — 0 as A, p — 0. That is, (5.1).

Corollary 1. For a wire-tape channel W such that there exist W1 : X — Y, and
Wy : Y — Z with
Wy, z|x) = Wi (y|z)W2(z]y), (5.4)
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forallz € X,y €)Y, and z € Z Cyry = max(x,y,zyco, min[H(Y|Z), [(X;Y)].
Proof: By Markov condition (5.4), we have that for all (X,Y,Z) € @’
I(X;Y)— I(X,Z) >0 (5.5)
and
I(X; Z]Y) = 0. (5.6)
Thus
[I(X;Y) — I(X;Z)|+ +HY|XZ)=H(X|Z)-HX|Y)+ H(Y|XZ)
= H(XY|Z) - H(X[Y)
=HY|Z)+ HX|YZ)—- HX|Y)
=HY|Z)+ I1(X;Z]Y)
H(Y|Z).

Then corollary follows from Theorem 1 and Lemma 2.

Corollary 2. For a wire-tape channel such that there exist W{ : X — Z and
Wi Z — Y with
Wiy, zl) = Wi (z|2) W5 (yl2) (5.7)

forxeX, ye), andze€ 2

Cuty = (X,g}%(egnmin[ff(ylz)a I(X;Y)].

Proof: The Markov condition (5.7) implies that

I(X;Y)—I(X;2) <0 (5.8)
and
H(Y|XZ)=H(Y|Z), (5.9)
which yield
I(X;Y) = I(X; Z)|T+ H(Y|XZ) = HYY|X Z) = H(Y|Z). (5.10)

Thus the corollary follows from Theorem 1 and Lemma 2.

Example: An interesting example is a special channel for which W] is a noiseless
channel and WJ is a noisy channel in Corollary 2 e.g., W; is a noiseless binary
channel, WJ' is a binary symmetric channel with crossover probability p € (07 %)
For this channel the wiretapper is in a better position than the legal user. So
the capacity is zero without feedback. The feedback makes the capacity positive
by our Corollary 2 as it serves as a secure key shared by sender and receiver.



Transmission, Identification and Common Randomness Capacities 269

6 Discussion: Transmission, Building Common
Randomness and Identification

As goals of communications are considered transmission i.e., sending a given
message from a set of messages, building common randomness i.e., to provide a
random resource shared by users, and identification i.e., identifying whether an
event of interest to a particular user occurs ([3], [4], [5], [13]).

Roughly saying in a given communication system, the capacity of transmission
is upper bounded by the capacity of common randomness, since common ran-
domness shared by a sender and receiver can be built by transmission whereas the
capacity of identification is lower bounded by capacity of common randomness,
if the former is positive, which is shown by a scheme in [5] to build identification
codes by common randomness. That is,

capacity of transmission < capacity of common randomness

< capacity of identification. (6.1)

However, in different communication systems equalities in (6.1) may or may not
hold. In this section we illustrate the variety in two-terminal channels and wire-
tape channels. More examples in more complicated communication systems can
be found e.g. in [3], [12], [15].

First of all, obviously the first inequality in (6.1) is always an equality for a
two terminal channel without feedback, because all information obtained by the
receiver is from the transmission via the channel. Moreover, it has been shown
in [4] that the second inequality is an equality and therefore the three quantities
in (6.1) are actually the same if the channel is discrete memoryless. A channel
with rapidly increasing alphabet (as the length of codes grows) for which the
capacity of identification is strictly larger than capacity of common randomness
was described in [6]. It was shown in [8] that under a certain condition the ca-
pacity of common randomness (which is equal to the capacity of transmission)
for Gaussian channels is finite whereas the capacity of identification is infinite in
the same communication system. We notice that Gaussian channels have con-
tinuous, or infinite alphabets. It is natural to expect that for a discrete channel
whose input alphabet “reasonably” increases the last two quantities, or conse-
quently the three quantities in (6.1) are equal. This was shown in [14] for all
channels whose input alphabets exponentially increase as the lengths of codes
linearly increase.

The situation of two terminal channels is different when feedback is present.
In this case the capacity of identification, which is equal to the capacity of com-
mon randomness, is strictly larger than the capacity of transmission for simplest
channels, namely discrete memoryless channels [5]. The reason is clear. On one
hand, it is well known, feedback does not increase the capacity of transmission
for discrete memoryless channels. On the other hand, the feedback provides a
random resource, shared by sender and receiver, the random output, whose rate,
roughly speaking, is input entropy. Obviously it increases common randomness
between sender and receiver and therefore capacity of identification.
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Next we turn to wire-tape channels without feedback. More precisely, we
mean secure common randomness shared by sender and receiver, about which
the wiretapper has (almost) no knowledge. By the same reason as for two termi-
nal channels without feedback, the capacity of (secure) common randomness is
not larger than the capacity of transmission over the wire-tape channel. In fact it
is shown in [3], that it may not be larger than the capacity of transmission even
in the case where a public forward channel with unbounded capacity is avail-
able to the sender and receiver. This intuitively is not surprising. R. Ahlswede
and Z. Zhang observed in [7] that to keep the message to be identified in se-
cret a secure common randomness with positive rate is sufficient and the major
part of common randomness between the legitimate communicator applied in the
identification code in [5] can be publically sent.

Based on this observation they show that the capacity of identification is
strictly larger than the capacity of secure common randomness. A more detailed
analysis in [9] shows that the amount of secure common randomness needed
only depends on the probability of second error and security criterion and is
independent of the rate of messages. For fixed criterion of error and security, a
constant amount — or zero-rate — of secure common randomness is sufficient, if
provided with sufficiently large public common randomness.

Let us return to our main topic wire-tape channels with secure feedback
and investigate (6.1) in this communication system. We immediately find that
the observation about wire-tape channels without feedback is still valid when
feedback is present, because there is nothing in the observation which links to
the existence of feedback. This means that the capacity of identification must be
the capacity of “public” common randomness between sender and receiver i.e.,
the maximum rate of common randomness shared by the sender and the receiver,
neglecting whether or how much the wiretapper knows about it once a positive
amount of secure common randomness is provided. But now the public common
randomness is the maximum output entropy for the channel W7 : X — ) defined
by

Wi (ylz) = Z Wy, z|z) for all z € X,y € ), (6.2)
2€Z

or in other words max H(Y), for Q' as defined in Section 5. So we conclude
(X,Y,Z)eQ’
H(Y).

that in this case the capacity of identification is either zero or max
(X,Y,Z)eQ’

The only problem left is to find suitable conditions for the positivity of the

capacity. We shall discuss this later.

To see the relation of the first pair of quantities in (6.1), we take a look at
our main result

Theorem 1. The information theoretical meaning of mutual information in
(4.2) is obvious. The capacity of transmission with security criterion can not
exceed that without it. So we expect this term could be removed in the formula
of capacity of common randomness. To investigate the remaining term in (4.2),
let us recall our coding scheme in Section 4.
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From the first block to the second last block, the transmission in each block
has two tasks, sending a secret message m; (in the jth block) with a rate ~
|[I(U;Y) — I(U; Z)|; and generating a secure common randomness with a rate
~ H(Y|UZ), which will be used as a private key to send message m]Jr1 in the
next block. This gives us a secure common randomness with rate ~ H(Y|UZ).
The reason for the fact that U occurs in the “condition” is that the key for the
j -+ 1st block has to be independent of the message sent in the jth block. For
secure common randomness itself this is not necessary. So we expect that the

capacity of common randomness is max  H(Y|Z), which actually is shown
(X,Y,Z2)eQ

in the next section.

But before this we have a remaining problem, namely the positivity of the
capacity of identification, which should be discussed. First we notice that to have
positive capacity of identification, the capacity of the channel W in (6.2), where
we do not count wiretapper’s role, has to be positive. By counting wiretapper’s
role, we look for an input random variable X, the conditional entropy H(Y|Z)
for output random variable Y and Z has to be positive, because otherwise the
wiretapper would know everything known by the legal receiver. We shall show
that the two necessary conditions together are sufficient for the positivity.

7 The Secure Common Randomness Capacity in the
Presence of Secure Feedback

Let J,, ={0,1,...,J,—1} be a finite set (whose size depends on n), A, u > 0. An
(n, Jn, A, p)-common randomness for the wire-tape channel with secure feedback
is a pair of random variables (K, L) defined on the same domain J,, with the
following properties.

There exists a random variable U taking value in a finite set & and three
functions 0" : U x Y"1 = X" o U x Y™ — T, and ¥ : Y — 7, such that
forall u € Y and y»~ ! € Y71

0™ (u, y" ) = (01 (u), Oz (u, y1), - - ., On (u, ™)), (7.1)
K,=pUY") .
and L, = (Y™, (7.3)

where Y™ and Z™ are output random variables for the legal receiver and the
wiretapper, respectively, generated by random variable U, encoding function 6",
and the channel W.

ILe.

n

Pr((Y",2") = (y",2") = 3 Pr(U = )W (g, 21161 (w)) [ W (g1, 24160,y ~1)).

ucl t=2

(7.4)

Pr(K, # L) < A, (7.5)
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Lk, zm > Liog g, — (7.6)
n n

%log Jp, is called rate of the code and the capacity of the (secure) common
randomness, denoted by Cytf—cr, is defined as the maximum achievable rate in
the standard way.

Theorem 2

C’w —cr — HY|Z y 7.7
tf B, Y12) (7.7)

in particular, the RHS of (7.7) is achievable if (7.6) is replaced by a stronger

condition
H(K,|Z") > logJ, — p. (7.8)

Proof: The proofs to both, direct and converse parts, are straightforward. They
immediately follow from the proofs for Theorem 1 and Lemma 2, respectively.

Let (X',Y,Z) € Q' achieve the maximum at RHS (7.7). Apply Lemma 1
to color sets of typical remaining sequences 7y, C Ty, 1. then it follows from
the proof of Theorem 1 (the part to show (4.11)) that for any fixed ¢ > 0 and
sufficiently large n

H(K|Z") > og Ju — i

where K is the random Jp-coloring obtained from Lemma 1.
Choose K, = L, = K, then the proof of the direct part is done. To show the
converse part we apply Fano’s inequality to (7.5). Then

1 1
—logJ, < —H(K,|Z") + u
n n

1 1 1 1
< —H(K,p|Z") — —H(K,|Y") + p+ —Alog J,, + —h(N)
n n n n
1 1 1 1
< —H(Kp|Z™) — —H(K,|Y™, Z") + p+ —Alog J,, + —h(N)
n n n n

1 1 1
—I(K; Y™ Z") 4+ p+ —Xlog J,, + —h(X)
n n n

IA

IA

1 1 1
—HY"™Z") 4+ p+ —Alog J,, + —h(A).
n n n

Now the converse follows as in the proof for Lemma 2.

8 The Secure Identification Capacity in the Presence of
Secure Feedback

In this section let us take a look at the coding theorem for identification codes.
First we have to formally define the codes and capacity. An (n, | M|, A1, A2, p)-

! More precisely, let Xo = {xo}, 2™ = (zo,o,...,%0), and (X,X’,Y,Z) be ran-
dom variables with joint distribution Pr((X,X',Y,Z) = (z",2™,y",2")) =
Pxryz(z"™,y™, 2") for all '™, y™, 2" and coloring for the “conditional” typical se-
quences 7y x (z") = Ty".
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identification code for a wire-tape channel with secure feedback is a system
{Q, Dy, : m € M} such that Q : M x Y"=! — X" is a stochastic matrix with

Q(a"m,y" ") = Qi(a1|m) [T Q(welm,y*~")

t=2

forme M,y € Y"1, for all m € M

YD Qulmlm) HQt e,y Wi (yelee) > 1= A,

zneX™ y" €Dy,

for m,m’ € M with m # m/

> > Qiwlm) HQt zelm, y' "W (ysle) < Xa,

xnEX™ nG'D/

and for all m,m’ e M, m #m’ and V C Z"

Y @il HQt wem/,y YW (Y™, V]a™)

zneXn yneYyn

+ Z Z Q1(z1|m) HQt (e|m, y' YW (y™, V™) > 1 — p

TneEX™ yneyn

Then capacity of identification is defined in the standard way and denoted by
Cuwif—id

Cuwif—ia is upper bounded by the RHS of (8.1), follows from the converse
of the coding theorem of identification with feedback for channel Wy [5]. In the
case that IT holds, one can construct a code achieving H (Y') asymptotically from
the code in [7] by replacing the ordinary code for W by a uniform partition of
output sequences for the legal receiver and a code for the wire-tape channel
without feedback by a code for the same channel but with feedback.

Furthermore the two conditions in III

Theorem 3. The following statements are equivalent.
I thf—id = max H(Y) (8.1)

(X,Y,Z)eQ
11 thf >0
IIT  There exists an (X,Y,Z) € Q' such that

H(Y|Z)>0
and the channel W has positive capacity.

Proof: The converse of the coding theorem i.e., Cytr—iq is upper bounded by
the right hand side of (8.1) follows from the converse of coding theorem of
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identification with feedback for channel Wi [4]. In the case that II holds, one
can construct a code achieving H(Y) asymptotically from the code in [6] by
replacing the ordinary code for W by a uniform partition of output sequences
for the legal receiver and a code for the wiretape channel without feedback by a
code for the same channel but with feedback.

Furthermore the two conditions in III obviously are necessary for positivity of
Cuytf—id- The only thing left to be proved is that III implies II. Let (X;,Y;, Z;) €
Q' for i = 0,1 such that H(Yy|Zo) > 0 and I(X;,Y7) > 0. By Theorem 1, it is
sufficient for us to find (U, X,Y, Z) € Q such that I(U;Y) > 0and HY|UZ) >
0. Obviously we are done, if I(Xo;Yy) > 0 or H(Y1|U1,Z1) > 0. Otherwise
we have to construct a quadruple of random variables (U, X,Y,Z) € Q from
(Xo, Yo, Zo) and (X1,Y1, Z1) such that H(Y|UZ) > 0 and I(U;Y) > 0. To this
end, let U = X U{ug}, (where ug is a special letter not in &), and for all u € U,
ze X, yeYand z € Z, let (U, X,Y,Z) be a quadruple of random variables
such that

%PXOYOZo(x7y;Z) lf’U, = Up
Puxyz(u,z,y,z) = %leylz1 (z,y,2) fueXandu==x
0 otherwise.

Then (U, X,Y,Z) € Q, Pyziu(yluo) = Py,z,(yz) for all y € Y and 2z € 2.
Py(uo) = % and therefore

HY|UZ) =Y Py(wHY|U =uZ) >

uelU
g 0 ifU= .Uo
1 otherwise,

PUY\S(uay|S = 1) = PX1Y1 (’U,,y)

1
HY|U =wZ) = EH(YO|ZO) >0

l\DI»—t

On the other hand for
forallue X,y )y

and Ps(1) = 3 and consequently
1
HUSY) = IUS:Y) > IU:Y1S) = RAVIWsY]S = 1) = 2106 v0) >

That is, (U, X,Y, Z) is as desired. We conclude with the

Corollary 3

max H(Y|Z)
Contjsa = 4 (XY Z)eQ

and Cyir—ia = 0 iff for all (X,Y,Z) € Q' H(Y|Z) =0 or the capacity of W1 is
zero.
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Proof: That for all (X,Y,Z) € @', H(Y|Z) = 0 implies that the wiretapper
knows what the receiver receives with probability one no matter how the sender
chooses the input and that the capacity of W is zero means the sender may not
change the output distributions at the terminal for the legal receiver. So in both

ca

ses Cyif—ia = 0. Thus the corollary follows from Theorem 3.
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